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tures of nuclear-armed states. Yet high confidence placed in those KEYWORDS

satellites” uninterrupted availability is based on shaky grounds and Anti-satellite; command and
potentially dangerous. Ever since the placing in orbit of the first control (nuclear); space-to-
satellites, state and non-state actors have persistently pursued ways space warfare; arms control
to harm them or to interrupt or compromise their services. Among (space); strategic stability
the range of options to achieve such destruction or interference are

kinetic and non-kinetic attacks executed by other satellites and craft

that are themselves positioned in space. Recent technological

advances in so-called proximity operations have rendered such

space-to-space engagements more achievable, effective, and

attractive. On the downside, the real-life efficiency of space-to-

space engagements is subject to important limitations and

unknowns. Augmenting the potential and attractiveness of space-

to-space engagements in anti-satellite role though are the limita-

tions of space situational awareness and the consequent difficulties

encountered in prompt and unfailing detection and attribution of

space-to-space intrusions. This dangerous and destabilizing prop-

erty of space-to-space operations holds the potential of complicat-

ing nuclear-armed states’ endeavor to preserve the coherence of

their NC3 - a situation whose negative ramifications on strategic

stability could be serious and potentially catastrophic.

Introduction

Although the focus of most analysts and the fascination of the public have largely been
on nuclear warheads and their delivery vehicles, such as ballistic missiles and bombers,
equally if not more important is the role played by the nuclear command, control, and
communication (NC3) architecture and capabilities fielded by states possessing
nuclear weapons. NC3 comprises the comprehensive network of sensors, communica-
tion channels, command-and-control hardware and software, and crews operating
them through which nuclear-armed states detect, transmit, and distribute warnings
of an impending nuclear strike, make decisions on appropriate response, and issue
orders to their own nuclear forces. Most of those elements are terrestrial; others are
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positioned in space. The significance of NC3 for nuclear stability and deterrence
caught the attention of military planners and scholars alike, especially toward the
later phases of the Cold War. It was pointed out that “weapons and strategic doctrines
are meaningless unless [...] the superpowers also have the means to know what is
happening in the chaos of a crisis or war [...] and have [the ability to ensure that]
orders [are] carried out precisely and faithfully” (Carter 1985, 32). Meanwhile, some
analysts sounded the alarm on the dangers of what they described as “nuclear
Sarajevos”: “construction of fantastically complex nuclear command organizations
[that] parallels the conflict institutions [of interlocking alerts and mobilizations]
built in the decade before 1914, but on a far more spectacular and quick-reacting
scale” (Bracken 1983, 3).

This comparatively concise study has no intention of revisiting the decades-old debate
surrounding NC3. Instead, its focus will be on NC3’s space-based elements and the likely
consequences for strategic stability of hampering or destroying those space-based NC3
assets. Primarily, the assets in question are various types of satellites orbiting Earth, some
of which are dual use, implying their use by both nuclear and nonnuclear forces and
military and civilian operators. Except for North Korea, all nuclear-armed states rely on
satellites to varying degrees for NC3 functions. Those functions include - but are not
limited to - early warning of missile launches, communications, geopositioning, naviga-
tion, and timing and synchronization of NC3 systems and networks. It is no secret that
ever since the placing in orbit of the first satellite in 1957, techniques have been
persistently pursued to harm satellites or to interrupt or compromise their services.
The range of options are multiple: anti-satellite missiles, cyberattacks, electronic jam-
ming/spoofing, and directed energy beams sent from Earth’s surface, or alternatively,
kinetic and non-kinetic attacks executed by other satellites and craft that are themselves
positioned in space. All those options will be briefly discussed with an eye to comparing
their strong and weak points, but this study’s prime focus will be on attacks, harassment,
and obstruction against satellites conducted by other satellites and spacecraft. Over the
decades, several terms — for example, orbital weapons, killer satellites, space mines, co-
orbital anti-satellite operations, and space-based anti-satellite weapons — have been used
to refer to space-to-space hostile engagements. More recently, “space-to-space warfare”
has been suggested to describe such a mode of employment (Harrison 2020, 5-8; Gleason
and Hays 2020, 2). This article will borrow that taxonomy to analyze the magnitude and
possible ramifications of spaceborne, human-induced threats directed at space-based
elements of NC3. Although the means to achieve such space-to-space harm and inter-
ference have been actively pursued and deployed since the very beginning of the Space
Age, recent technological advances surrounding the subset comprising so-called proxi-
mity operations and rendezvous and proximity operations (RPO) appear to have brought
increased attention to the disruptive impact of space-to-space engagements (Damale
2020). Thus, within the larger realm of spaceborne intrusive activity directed at satellites,
the particular emphasis of this study will be on proximity operations. The latter implies
“a series of orbital maneuvers executed to place and maintain a spacecraft in the vicinity
of another space object [...] to accomplish mission objectives” (Pfrang and Weeden
2020a). Unlike the multiplicity of works analyzing military operations in space, this study
will be scrutinizing possible disruptive effects of space-to-space proximity operations on
NC3 capabilities of nuclear-armed states.
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Threats to Satellites

There are over 3,300 active satellites today serving both civilian and military end users
(Union of Concerned Scientists 2021). Over the years, their continued presence has come
to constitute such an intrinsic and indispensable part of modern life that their unin-
terrupted services are taken for granted. Yet this widely held assumption of uninter-
rupted availability is unfounded and potentially dangerous. There is sufficient evidence of
satellites’ vulnerability to the natural hazards of the space environment as well as to
human-induced harm and interference. In fact, soon after orbiting their satellites, Cold
War rivals the Soviet Union and the United States pursued and eventually deployed
means to destroy or interfere with each other’s satellites. Over the years, other countries,
all of which happen to be nuclear-armed states, followed in their footsteps.

The earliest and most visible form of anti-satellite activity involved shooting rockets at
them. The term used to describe Earth-to-space kinetic kill weapons is Direct-Ascent
Anti-Satellite (DA-ASAT). The first examples of these weapons were tested as early as
1959, and they have been deployed operationally since 1964 (Bateman 2020). Today, four
spacefaring nations — the United States, Russia, China, and India - have dedicated DA-
ASAT capabilities to target satellites at lower altitudes. These so-called low Earth orbit
(LEO) satellites are found at altitudes up to 2,000 kilometers above Earth’s surface. China
is believed to have further experimented with DA-ASAT weapons capable of reaching
satellites at higher medium Earth orbits (MEO) and geosynchronous Earth orbits (GEO)
(Weeden 2020b). Additionally, since ballistic missile warheads travel at speeds and
altitudes comparable to LEO satellites, any exoatmospheric missile defense system
aimed at intercepting those warheads could be used to shoot down LEO satellites too
(Grego 2012, 11). This means that by virtue of their Arrow-3 and Aegis/SM-3 missile
defense systems, Israel and Japan should also be added to the list of countries capable of
undertaking DA-ASAT activity.

At first glance, DA-ASAT weapons appear to be the most straightforward and effective
way to destroy satellites. With flight times of less than 10 minutes to reach LEO satellites,
they leave their target little time to detect and react to an attack (Reesman and Wilson
2020, 14). Yet their use entails a number of important drawbacks. The primary one is the
debris cloud created by a violent, kinetic impact with the targeted satellite and the serious
danger such debris causes for other satellites, including one’s own satellites at the same
and in adjacent orbits. Moreover, DA-ASAT weapons are like large fireworks, giving
away instantly their launch point on Earth and thus the identity of the attacker.
Therefore, their use would most likely trigger a response in kind. Considering the
vulnerability of one’s own satellites to anti-satellite activity, this is hardly a comforting
and desirable situation for potential aggressors. Besides, the United States has already
threatened to respond with nuclear weapons if elements of its NC3 came under attack
with nonnuclear weapons (Acton 2019). Other nuclear-armed states should be expected
to react similarly; the stakes are therefore very high. All those considerations transform
DA-ASAT into weapons not for first use but rather for retaliation to deter possible DA-
ASAT attacks by others.

The problem of debris and the ease of attribution that would normally dissuade
states from using DA-ASAT weapons could be partly offset by resorting to non-kinetic
options. The first among those options is electronic attack used to overwhelm satellites’
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uplinks or downlinks with random radio frequency (RF) noise jamming or by corrupt-
ing the content of those links through what is called spoofing (Reesman and Wilson
2020, 15). Electronic warfare techniques developed over the decades for use in ground,
naval, and air combat could be readily employed to impair satellites or even seize
control of them (Atherton 2018). Following the lead of the United States and Russia,
several states possess such anti-satellite electronic attack capabilities (Weeden and
Samson 2020: x-xvi).

Another non-kinetic option is resorting to directed energy weapons — primarily laser
beams that could dazzle or harm sensitive electro-optical sensors carried by satellites, as
well as streams of high-power microwaves (HPM) to interrupt or perhaps even damage
onboard electronics. On the plus side, electronic attack and directed energy options both
eliminate the debris problem, complicate the task of identifying intruders, deliver attacks
far faster (at the speed of light), and greatly increase the number of shots an aggressor
might take (Reesman and Wilson 2020, 17). On the downside, ascertaining and judging
their effectiveness beforehand or even during an attack is tricky. Their impact is tem-
porary, meaning they will be effective as long as an electronic, laser or HPM emitter is
turned on and the targeted satellite remains within range and line of sight. This also
implies that the longer the duration of an attack and its emissions, the higher the chances
of detection, countermeasures, counteraction, and ultimately retaliation. There also are
important technical limitations to reckon with. For both electronic attack and directed
energy weapons, the intensity of electronic signals and laser beams decreases with the
distance from the source, and they are further weakened going through the atmosphere
(Reesman and Wilson 2020, 17). A straightforward fix is moving the source closer to its
target by installing electronic attack or directed energy devices on spacecraft. This
attribute of electronic attack and directed energy options increases their attractiveness
as the techniques of choice for space-to-space engagements — a prospect to be revisited
later in this essay.

Cyberattacks constitute another equally if not more attractive non-kinetic option,
along with which hardware and software weaknesses of satellites and their ground
stations could be exploited to gain unauthorized access or to inject malicious codes.
An intruder using the cyber domain could steal data, interrupt satellite availability and
services, inflict temporary or permanent damage, or even seize control of satellites.
Within the last decade, there have been several cases of satellites being hacked and
even briefly hijacked by suspected state and non-state actors (Lewis and Livingstone
2016). On the downside, the success of cyberattacks is dependent on whether an
adversary’s network and systems can be infiltrated; thus there is no way to ascertain in
advance that a cyberattack would negate space capabilities as anticipated (Bateman 2020).
The strong point of cyberattacks is the difficulties encountered in detecting and attribut-
ing them. Without timely and reliable attribution, punishment is rendered difficult, and
without punishment, deterrence becomes shaky. The challenges of attributing cyberat-
tacks are magnified by the added difficulty of compiling reliable, conclusive, and, most
importantly, real-time forensic evidence in space (Kallberg 2018). Furthermore, barriers
to entry for cyberattack capabilities are lower than any other forms of anti-satellite
activity. Those considerations appear to have convinced leading space powers to treat
cyberattacks as the most probable and imminent menace to their space assets (Hitchens
2020¢).
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Focus on Space-to-space Attack and Proximity Operations

In addition to Earth-to-space attacks, an obvious alternative for harassing or destroying
satellites is to place another satellite, spacecraft, or device into orbit and then maneuver it
closer to a targeted satellite in order to achieve a kinetic or non-kinetic effect. The United
States and the Soviet Union sought to develop and deploy such space-to-space aggressive
capabilities right from the beginning of the Space Age. Among earlier iterations were co-
orbital anti-satellite (CO-ASAT) operations — placing into orbit an interceptor, “which
then maneuvers to alter its orbit to a trajectory that brings it close to a target.” (Pfrang
and Weeden 2020b) The maneuver to approach the target could take place immediately
after the interceptor was placed into orbit or after it has remained dormant for an
extended period - a mode of employment referred to frequently as “space mines”
(Grego 2012, 8). In their earlier format, CO-ASAT weapons aimed to destroy satellites
by direct collision at hypervelocities — which was rather difficult to achieve - or, more
commonly, by getting close and releasing a cloud of fragments. For example, a Soviet
CO-ASAT interceptor that became operational in 1973 and remained in service for two
decades “is designed to approach a satellite, guided by controllers on the ground. [...]
The onboard radar system guides the interceptor to within tens of meters of the target,
then detonates an explosive that damages the target with shrapnel propelled by the
explosion.” (Grego 2012, 3)

Hypervelocity collision and shrapnel techniques create a great deal of debris and differ
little in their consequences from the disfavored DA-ASAT approach. As the Cold War
moved to an end, rapidly advancing technologies rendered low-velocity controlled
contact with the target, as well as packing the intruder with electronic warfare or directed
energy emitters, became the more attractive options for space-to-space missions. RF
jamming and spoofing was conceived as the earliest form of non-kinetic space-to-space
attack. Eventually, it was supplemented by directed energy (lasers and HPM) emitters,
cyberattacks launched from satellites, and the more exotic techniques such as spraying of
aerosol clouds containing nanoparticles to pollute a satellite’s sensors, antennas, and
solar panels (Hendrickx 2018). Besides eliminating the debris problem, non-kinetic
attack added to the measure of deniability, and lessened the burden of getting in the
immediate vicinity of the target (Reesman and Wilson 2020, 15). It now sufficed to
maintain a stable position relative to a target at a distance of perhaps tens of kilometers
away from it. The outcome is the increasing relevance in space-to-space warfare of
proximity operations — “orbital maneuvers executed to place and maintain a spacecraft
in the vicinity of another space object on a relative planned path for a specific time
duration to accomplish mission objectives” (Pfrang and Weeden 2020a). Besides deploy-
ing non-kinetic tools, a malevolent spacecraft could also get very close to its target and
seek to inflict physical damage without generating much debris. For instance, it could
deploy a probe or robotic arm to damage the targeted satellite’s antennas, solar panels, or
other critical systems. It could deploy a probe or use its own body mass for a controlled,
low-velocity collision to inflict structural damage or push the targeted satellite off its
orbit. More recently, Russia experimented with firing projectiles at very close range
(Wright 2020), which may arguably have the benefit of reducing the amount of debris.

All told, there is little doubt that proximity operations offer attractive options for
achieving space-to-space mission objectives ranging from eavesdropping, blinding,
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jamming, and damaging of satellites to destroying or deorbiting them without necessarily
creating large debris clouds. In this regard, technological advances, especially since the
1990s, provided proximity operations with a further boost by enabling deployment of
smaller and lighter spacecraft that could get very close to other satellites without much
assistance or guidance from the ground. Such small spacecraft could be fitted with
“onboard guidance, navigation, and control systems to identify and track a targeted
space object and fine-tune its trajectory for proper interception” (Pfrang and Weeden
2020D). It could then employ a number of kinetic or non-kinetic techniques. Due to its
comparatively small size and autonomous mode of operation, such a craft has a better
chance of avoiding detection and remaining relatively covert and inconspicuous. For
instance, its presence could be disguised by launching it alongside a legitimate satellite,
whereby it could evade detection by buddying with a satellite mother ship; remain within
the latter’s radar, optical, or electronic shadow; or hiding itself among the larger chunks
of debris created by the launch. When designed to incorporate radar and optical stealth
features, such small craft can more easily evade detection by radars and telescopes
constantly scanning the orbit for such unidentified and potentially hostile objects.
Similarly, they could evade electronic detection by resorting to harder to detect sup-
pressed carrier signals (Pfrang and Weeden 2020a).

The truth of the matter is that spacecraft that could potentially double as anti-satellite
weapons do not have to be discreet or evade detection anymore. In recent years, the
explosion of RPO saw an ever-increasing number of maneuvering spacecraft being used
in Earth’s orbit to carry out a large variety of experimental, commercial, and undeniably
legitimate functions, ranging from space debris removal to in-orbit inspection, repair,
and refueling of satellites. In essence, all RPO-capable spacecraft are intrinsically dual
use. That means their operators could readily shift them from benign commercial or
scientific duties to hostile and intrusive action, whereby they could conveniently
approach other objects in space without the cooperation, consent, or knowledge of the
latter. They could then use a whole variety of intrusive, interruptive or destructive
techniques; most of these could be low-tech, nonexplosive techniques that did not
produce debris (Grego 2012, 5, 9-10). In fact, since the 1990s, not only the three leading
space powers — the United States, Russia and China - but also a growing number of
others have deployed state- and privately operated spacecraft to fulfill a great variety of
RPO missions. With the exception of North Korea and Pakistan, all nuclear-armed states
are capable of conducting proximity operations against other countries’ satellites. And as
the following section explains, some of those satellites play critical roles in most nuclear-
weapon states’ NC3 architectures.

Although space-to-space warfare and proximity operations appear to be offering
extremely attractive, effective, and hard-to-negate means to harass, obstruct, or destroy
satellites, the reality in the field is much more complex and contentious because the real-
life effectiveness of space-to-space engagements is subject to a large variety of limitations
and ambiguities. Hence the imperative to identify those limitations before jumping to
quick and misleading conclusions.

First and foremost among these are the difficulties and peculiarities of maneuvering in
space. Warfare in space takes place across vast heights, widths, and depths. Movements
across those huge volumes are counterintuitive and do not analogize well with the
movement on land, in the air, or at sea (Bilsborough 2020). For instance, satellites and
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spacecraft move in circular or elliptical paths, meaning the most direct path between two
points in space is rarely a straight line. Perhaps more significantly, satellites typically
move along trajectories that are easy to track and predict, and deviating from their
prescribed orbital path requires great time and effort (Reesman and Wilson 2020, 5-6).
To put it differently, the extent of maneuvering in space is a function of the size of
propulsion system and the amount of fuel that could be packed inside a spacecraft, and
typically that is not large. Therefore, even small movements must be executed very
precisely and carefully; they must be spread over time and well planned, given the limited
fuel budget. This is a far cry from the Hollywood conception of the extremely agile spatial
encounters in which spacecraft seek to outmaneuver each other through sudden jumps
and turns. There are circumstances in which an attacker and its target could be moving at
very high speeds relative to each other. But in such a flyby profile, the attacker and its
target would instantly speed past each other and unless a debris-generating - and not so
easy — head-on collision is targeted, such a momentary intersection of trajectories would
be useful only for inspection missions in which the goal is to capture images of the target
(Reesman and Wilson 2020, 8-9). Conversely, if one wishes to execute proximity opera-
tions whose value for anti-satellite missions has already been identified, then an attacking
spacecraft trying to position itself near its target would be obliged to undertake a series of
much slower, phased maneuvers. Since the amount of fuel carried on board would always
be limited, utmost attention must be paid to using it efficiently. Sudden, steep, and
energetic maneuvers must be minimized with an eye to unexpected eventualities. For
example, if the targeted satellite is alerted and starts performing evasive maneuvers, then
the attacker must have enough reserves to readjust its path to catch up with its target.
Normally, a realistic pattern for conducting proximity operations would be for the
offensive spacecraft to slowly position itself on the same orbital plane as its target in
a maneuver that could take days, perhaps weeks. It would then wait for orders to execute
a faster maneuver (that is, within hours) to move to an engagement trajectory and
perform its mission. Because of these limitations on fuel and maneuvering, close
encounters in space cannot be fast, momentary, or haphazard. Instead, slow and delib-
erate planning aimed at properly positioning an orbital weapon into an appropriate
attack position is the more common mode of operation (Reesman and Wilson 2020,
11, 20).

Nor are the circumstances and the tactics of proximity operations invariably applic-
able to targets at all orbits and altitudes. At the lower LEO altitudes, the task of
maneuvering an attacking spacecraft will be complicated by the very large number of
satellites spread over hundreds of diverse orbital planes while circling Earth at great
speeds (Reesman and Wilson 2020, 12). Consequently, a quick, spontaneous strike in
LEO may necessitate significant jumps between altitudes and orbital planes, and the need
for very large fuel budgets to execute such maneuvers would render them impractical.
Instead, an LEO attacker would more likely be placed from the outset into the orbital
plane of its target and then initiate small maneuvers over many days to move itself closer
before attacking (Reesman and Wilson 2020, 12). Such a mode of action will not be fast,
and it will not be inconspicuous to constant monitoring from Earth of LEO objects.
Conversely, at the GEO altitude where most satellites are neatly lined up along a single
orbital belt, it would be easier and faster for an attacker positioned along the same belt to
approach its target. Accordingly, in order to remain stationary above a fixed point of
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interest on Earth, larger and heavier GEO satellites must all stay at the exact same altitude
of 35,768 kilometers above the equator. This creates an imaginary GEO belt on which
hundreds of GEO satellites are in a row and separated from each other by a distance of as
little as 75 kilometers (Reesman and Wilson 2020, 13). So at least in theory, it would be
relatively easy for a hostile spacecraft to position itself on the GEO belt and then move
forward or backward to quickly approach its target with much less effort. In fact,
activities of US and Russian inspector satellites in GEO indicate that a single attacker
could visit and potentially engage several satellites in succession along the GEO belt
(Pfrang and Weeden 2020a, 2020c). On the downside though, commercial satellites
populating the GEO belt move very little and very slowly, through maneuvers spread
over weeks. Therefore, a fast-moving malevolent spacecraft is rather unlikely to have its
motions go unnoticed since many operators maintain constant monitoring of their high-
value GEO satellites (Reesman and Wilson 2020, 14).

This highlights the importance of space situational awareness (SSA) as a factor to
consider in analyzing and judging the prospects of proximity operations and other forms
of anti-satellite activity. In this regard, constant, real-time, and effective monitoring of
objects in Earth’s orbit is vitally important for detecting anti-satellite activity. Detection is
imperative for evading, attributing and punishing - therefore deterring — hostile activity.
But SSA is equally necessary for undertaking anti-satellite activity in the first place
because such operations could not be carried out in the absence of accurate and timely
information on the precise location and behavior of the targets. Nonetheless, when it
comes to tracking objects in orbit today, many assume that everything is under control
and we know exactly what is in orbit and where all objects are located all the time. That
could not be further than the truth. While some objects are tracked, not all are and not all
the time (Atherton 2020). SSA uses three categories of sensors to detect, track, and
predict the movements of orbital objects. Those are radars, telescopes, and devices
listening for electromagnetic emissions of satellites (Jah 2020). Of these, electronic
listening is effective only against objects emitting electronic signals, but not all objects
of concern would be actively communicating with the outside world all the time. Thus, its
coverage is patchy and transient. In comparison, radars allow around-the-clock, real-
time detection of all sizable objects that come within their field of view. However, they are
limited in range to a few thousand kilometers and thus cannot see objects beyond LEO
and lower-MEO altitudes. Consequently, for objects at the higher MEO, GEO, and HEO
(highly elliptical orbit) altitudes, powerful telescopes stand out as the principal means
used for space surveillance. However, telescope performance depends on favorable
weather and clear skies; solar exclusion prevents observations for four to eight hours
during daytime; and smaller objects or objects in the immediate vicinity of each other
cannot be identified and differentiated with sufficient fidelity (Jah 2020; Hendrix 2020;
Weeden 2017).

In fact, the task involves more than detecting and tracking orbital objects. Rather, SSA
is an extremely complex task that requires comprehensive, real-time aggregation and
processing of massive amounts of information, and this is a feat that is within reach of
only the United States at the moment (Wauthier 2020). Yet even the impressive array of
sensors and processing capabilities deployed by the United States provides something
that is more like a series of snapshots than a live feed of space. Objects in LEO are
mapped out a few times a day, while the update frequency for the higher orbits maybe
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once every three days (Townsend 2020, 83; Economist 2019). Depending on the circum-
stances, this may become too long a delay to allow timely detection and evasion.
Furthermore, with grainy surveillance, the task of reliable and timely attribution - and
therefore the credibility of effective retribution and deterrence against anti-satellite
action - becomes questionable. On the comforting side, though, the space around high-
value satellites would most likely be under constant, more attentive watch by their
operators. When alerted by suspicious movements of a potential attacker, the target
could initiate evasive maneuvering. But this kind of evasive response is not without own
problems: Defensive maneuvers consume fuel and reduce the total service life of the
satellite. In addition, they often temporarily take the targeted satellite out of its primary
mission and thus achieve the same results the attacker was seeking in the first place
(Reesman and Wilson 2020, 7). Consequently, there is considerable uncertainty, and
decision making is neither simple nor straightforward. In this respect, while the defender
cannot be confident of always detecting objects approaching its satellites, the attacker
cannot count on remaining hidden or disguised. Worse, unless initiating its final
maneuver, the attacker may not have the means to determine whether its true identity
and intentions have already been discovered by the defender. This strong element of
ambiguity surrounding proximity operations gives rise to a complex and linked series of
circumstances and variables defying shortcut generalizations and predictions about the
likely prospects of hostile proximity operations in space.

In fact, those prospects are also compounded by a number of limitations and hard
choices pertaining to the design and operational features of the spacecraft to undertake
such missions. The first of these is an attacking craft’s agility and maneuverability.
Ideally, packing large quantities of fuel would do the job. But this would have the effect
of increasing the size and weight of the spacecraft, thereby rendering stealth, conceal-
ment, and deception more difficult. More fuel would also mean a lighter and therefore
less capable mission payload. For example non-kinetic emitters or robotic arms could no
longer be carried. Launching larger and heavier objects into orbit also would make the
undertaking more costly and increase the chances of detection. Thus, there are no easy
answers to the problems created by the inverse relationship between size and weight on
one hand and maneuverability on the other.

A second important consideration is onboard power generation and storage capacity,
especially for those craft intended to fulfill non-kinetic missions. Electronic and directed
energy attacks require significant amounts of power. But augmenting onboard power
generation adds to size and weight and also depletes the limited supply of fuel. Batteries
for power storage are heavy and their performance degrades over time. Resorting to solar
panels for power generation would compromise the craft’s low observability. More exotic
power generation techniques, such as conventional explosives (to generate HPM) or use
of a nuclear reaction to power electronic jammers, have been contemplated (Strout
2020a). But they would add considerably to the size and complexity of the spacecraft.
And increased complexity results in reduced reliability.

Longevity and durability of a spacecraft’s sensitive systems is another problematic
domain. The brief overview of proximity operations earlier in this essay pointed out that
a likely tactic would be for the attacker not to initiate threatening maneuvers immediately
after launch into orbit. Instead, it would try to seem harmless while waiting for the optimal
time and correct circumstances to attack. Such a “space mine” mode of employment may
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entail long periods, perhaps years, of inaction. However, space is a very harsh environment
and the reliability of a spacecraft and its various systems and fuel tends to degrade over
time. Consequently, its owner would have decreasing confidence in its performance if the
offensive spacecraft is allowed to remain dormant for too long (Grego 2012, 15).

Still another important and controversial design feature is a space weapon’s degree of
autonomy. The more autonomous a spacecraft is, the smaller is the need to communicate
with its operators. And the more silent an attacker becomes, the more difficult it is for the
defenders to detect and interfere with its operations. Autonomy also eliminates the need for
maintaining a line of sight between a space weapon and its operators, who would normally
be positioned at a fixed location on Earth. The advantages of such autonomy could be
particularly large at the LEO, MEO, and HEO altitudes where the targets are constantly
circling Earth and periodically move out of view of their ground-based controllers. Still,
autonomy risks becoming a double-edged sword. Despite recent strides in artificial intelli-
gence to assist autonomous decision making, the owners of autonomous spacecraft could
place only limited confidence in their ability to cope with unforeseen circumstances. Because
warfare in space remains largely unexplored and untested, there is plenty of room for
technological and tactical surprises. Challenges with recalling or retasking autonomous
satellite killers are likely to add to hesitations, as proximity operations are inherently slow,
whereas the pace of developments in crises and confrontations back on Earth could be faster.

In summary, between the technical and technological limitations confining spacecraft
on the one hand and the difficulties of maneuvering in space on the other, a perfect and
impregnable space weapon that combines small size, agility, stealth, reliability, and
lethality is simply unachievable. Nor are the high-value satellites totally defenseless in
the face of space-to-space threats. Still, this does not mean a space weapon that manages to
disguise itself long enough cannot exploit the loopholes in its target’s SSA capabilities to
strike a decisive blow and permanently or temporarily take its target out of action. High-
value satellites in the GEO belt appear to be the most likely and lucrative targets of such
space-to-space intrusion. The brief overview in the next section points out that satellites
used most extensively by NC3 organizations are the ones positioned at GEO altitude.

Spaceborne Elements of NC3

Several types and categories of satellites fulfill important functions that directly or
indirectly serve NC3 organizations of nuclear-armed states. Among these, the role played
by satellites fulfilling missile launch early-warning, strategic communications, and posi-
tioning and timing functions is more central and immediate for NC3. Therefore, our
brief overview will focus on those three functions and satellites fulfilling them. This does
not mean a whole variety of other satellites (for example, earth observation, electronic
intelligence, meteorological forecasting, and radiation monitoring) are irrelevant. Rather,
their inputs and impact on NC3 are not as time critical and direct, and therefore not as
decisive or consequential for nuclear stability.

Early Warning

Early warning of incoming missiles is a mission fulfilled by satellites fitted with heat-
sensitive sensors capable of picking up the exhaust plumes of missiles against the colder
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background of Earth and space. Typically, they can issue the first warning of missile
launches in less than a minute after liftoff. This is much quicker and earlier than ground-
based early-warning radars, which are restricted by the curvature of Earth and the limited
range of radar signals. Radars can thus detect incoming missiles roughly halfway into
their journey. This means that, faced with a first strike by an intercontinental ballistic
missile (ICBM), early warning provided by satellites would precede detection by ground
radars by roughly 15 minutes (Ramana, Rajaraman and Mian 2004). This additional
15 minutes doubles the time available to decision makers to comprehend the situation,
deliberate, and choose and initiate their response. The shorter the available time, the
higher the chances of hurried, misjudged, and miscalculated decisions.

The United States and the Soviet Union (and its successor Russia) are the only two
states to have developed and orbited early-warning satellites. Those are large, costly, and
technologically demanding assets positioned at GEO and HEO altitudes so as to attain
a wider view of the surface of Earth. The United States has led the race since 1971 by
maintaining a constellation of up to a dozen such satellites at any given time, providing
near-global, around-the-clock coverage of all missile launches (Forden, Podvig and
Postol 2000). The Soviet Union joined shortly afterward with up to nine satellites
operating simultaneously. Yet after the end of Cold War, the Russian capability was
gradually depleted due to negligence and budgetary constraints (Clark 2002; Podvig
2012). Since 2015, Russia has been reconstituting its early-warning constellation with
the deployment of more capable and reliable HEO satellites, whose number currently
stands at four (Hendrickx 2021). Recently, China begun adding an early-warning element
to its NC3 architecture. Some claim that this effort, which is currently run with Russia’s
technical assistance (Litvinova 2019), could soon be expanded to include three GEO
early-warning satellites (Global Security 2019).

Obviously, the US early-warning constellation comprising more satellites is the more
resilient and redundant one in the face of hostile activity. Yet there are several other
considerations to take into account. For instance, early-warning satellites have
a reputation for generating false alarms - a fact that was vividly illustrated by the 1983
Petrov incident, when sunlight reflected from clouds above the continental United States
led the sole Soviet satellite on watch to report a salvo of incoming ICBMs. Nuclear
Armageddon was averted thanks to the good sense of the Soviet officer in charge who
decided he needed to corroborate this warning. He waited for the illusory missiles to
enter within the detection range of ground-based radar and thus proved them nonexis-
tent (Forden, Podvig and Postol 2000: 33). One way to reduce the escalatory and
destabilizing effect of false alarms is by comparing inputs coming from multiple satellites
with overlapping fields of view (Ramana, Rajaraman and Mian 2004). Given the need for
such comparison, the loss of one or more early-warning satellites operated by the United
States risks compromising reliability and efficiency of space-based early warning. Loss of
satellites may also open gaps in global coverage. Furthermore, it would shift the burden of
authenticating an impending nuclear first strike to ground-based radars. Known as “dual
phenomenology,” the practice of comparing data readings from at least two different
sources is critical for preventing false alarms that could set off a dangerous spiral of
actions and counteractions leading up to tragic consequences (Long 2016). As a backup
to its early-warning satellites, the United States has retained six of its Cold War-era
radars; their fields of view are confined to the northerly missile approach corridors from
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Europe and Asia to North America (Korda and Kristensen 2019, 297). Faced with
missiles closing in on the US mainland from other, primarily southerly directions,
detection by radars would be limited or nonexistent and the burden of detection would
fall almost exclusively on satellites. Considerable sensitivity to the loss of one or more of
early-warning satellites could thus be expected.

Recognizing the vulnerability of their “big, fat, juicy” satellites built for efficiency in
benign environments rather than to withstand attacks (Sankaran 2019; Hitchens 2020b),
US authorities have recently been taking steps to increase the resilience of their high-
value constellations. One current program seeks to supplement GEO satellites with
a distributed architecture of several hundred smaller, cheaper, and easier-to-replace
LEO satellites, which bring the added benefit of higher resolution and “cradle to grave”
tracking of ballistic missiles and other heat-radiating targets (Strout 2019; Trimble 2020).

In comparison with the larger constellation of the United States, it stands to reason
that the smaller Russian and the future Chinese constellations would be more susceptible
to anti-satellite activity. Russia’s current fleet of four HEO satellites provides the mini-
mum baseline for around-the-clock detection of missile launches from the North
American continent and the Atlantic Ocean. Plans are in place to add more, perhaps
up to 10 additional HEO and GEO satellites to prevent gaps in coverage that would result
from the loss of even a single satellite. More satellites would also prove useful in reducing
false alarms through cross-referencing by several satellites (Hendrickx 2021). However,
Russia has experienced technical and budgetary difficulties in sustaining or expanding its
satellite constellations (Luzin 2020). As a consequence of their insufficient numbers,
satellites took a back seat in Russia’s ground-based early-warning network. Instead, in
recent years Moscow managed to establish a large network of radars to provide coverage
of all potential attack zones. This is a capability that was not achieved even in Soviet days
(Hendrickx 2021).

Satellite Communications

Coherent communications carrying warning data from sensors to command posts and
orders from command posts to nuclear forces are a basic and vital function of any NC3
architecture. Such an architecture comprises both spaceborne and terrestrial elements.
With the exception of North Korea, all nuclear-armed states use satellites to varying
degrees to augment their strategic communications. Positioned very high, most com-
monly along the GEO belt, communication satellites take advantage of their vantage
point to overcome the range limitation imposed on radio waves by the curvature of Earth.
In case their services are interrupted, a variety of backups are available. Those are
terrestrial cables, airborne communication-relay aircraft, and radio signals to include
extremely low and very low frequency radio waves that enable communication with
submerged submarines carrying ballistic missiles (Carter 1985, 35).

As Table 1 illustrates, the United States and Russia own 100 dedicated military
communication satellites between them, whereas the numbers fielded by China and
other nuclear-armed states are confined to a few units each. Much larger numbers of
commercial satellites — several hundred for the United States and over 30 units each for
Russia and China - are readily available to assist military communications. On the
positive side, those numbers imply a great deal of spare capacity and redundancy; the
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Table 1. Selected NC3 assets of nuclear-armed states, as of 2020.
Missile early-warning satellites and radars

LEO Long-range Dedicated military com-  Positioning and
GEO satellite ~ HEO satellite  satellite radar munication satellites timing satellites
us 9 2 2 6 49 24
(4 SBIRS, (SBIRS) (STSS) (UEWR, Cobra (inc. 6 AEHF, 2 EPS, 5 (GPS-IIl, GPS)
est. 5 Dane) Milstar)
DSP)
Russia 4 16 51 24
(Tundra) (Voronezh, (inc. 4 Blagovest, 3 (Glonass)
Dnepr, etc.) Raduga)
China planned 3+33 30
(military + dual use) (Beidou)
France 2 1 4 24
(Spirale — (TLP — under (1 Athena, 3 Syracuse- (Galileo)
experimental) development) 3)
UK 4
(Skynet5)
Israel 2
(Amos dual use)
India 3 7
(GSAT, Angrybird) (Navic)
Pakistan 1
(Paksat1R dual use)
N. Korea

Sources: (Union of Concerned Scientists 2021; Luzin 2020; Missile Defense Advocacy Alliance 2019; Podvig et al. 2019).

loss of a few communication satellites therefore is unlikely to paralyze or degrade NC3
functions dramatically. Nonetheless, there are reasons to be concerned. Among the large
number of dedicated military satellites, only a handful are the prized ones that offer
secure, high-capacity strategic communications (Strout 2020b). Consequently, their
operators would likely be more sensitive to their loss. Moreover, whether military or
civilian, the overwhelming majority of communication satellites are neatly lined up along
the GEO belt, making them low-hanging fruit for any hostile proximity operations aimed
at diminishing or baffling an adversary’s war effort.

Last but not least, even though terrestrial communication channels are available to the
United States and Russia as a backup, most of those date back to the Cold War years
(Clark 2019). Subsequently, concerns exist over the loss of redundancy of NC3 due to
gradual dismantlement of backup communication capabilities (Acton 2018, 63-64).
Especially for China - a nuclear power that did not make a comparable investment in
terrestrial infrastructure during Cold War years - the situation may be more troubling,
because Beijing depends more heavily on a smaller fleet of dedicated military commu-
nication satellites (Kulacki 2016).

All told, given the obvious advantages of using space-enabled communications over the
cumbersome terrestrial alternatives, there are good reasons to suspect that nuclear powers
may react strongly to their loss or tampering. Additionally, their neat lining up along the GEO
belt in very close proximity to each other transforms large and cumbersome communication
satellites into the easiest targets of space-to-space engagements. Those are not comforting
observations against the background of the pivotal roles played by those satellites.
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Positioning and Timing Signals

Over the course of the last three decades, positioning, navigation, and timing (PNT)
signals broadcast by satellites positioned in MEO altitudes (at roughly 20,000 kilometers,
or halfway between LEO and GEO) have become an intrinsic and indispensable feature of
military operations. The United States, Russia, China, and others orbited PNT constella-
tions, which are critical for the proper functioning of NC3. Satellite-assisted position
finding and navigation is the more readily visible application, without which navigation
and targeting would become enormously complicated, slow, and inefficient. Terrestrial
backups are not as practical, reliable, and efficient, and they rely mostly on antiquated
equipment and techniques dating back to 1940s (Sivacek 2018). But even more critical are
the timing signals emitted from PNT satellites in whose absence a whole range of services
such as secure communications, datalinks, sensor fusion, and network operations could
come to a complete standstill (Hawkes and Blake 2017). It is doubtful that any military or
nation is at all prepared for such an eventuality (Dawson 2018, 5-6).

On the bright side, the MEO altitudes across which PNT satellites are commonly
spread are among the least crowded of orbital domains. Therefore, a hostile spacecraft
trying to position itself would immediately become conspicuous and alert operators to
possible intrusion. Furthermore, PNT constellations have considerable spare capacity,
meaning several satellites must be pursued and attacked individually before the perfor-
mance of the system starts degrading significantly. Even then, the loss of signals would be
periodic at any place on Earth and not total. In short, the vulnerability of PNT constella-
tions to space-to-space warfare and proximity operations is in fact rather low (Federation
of American Scientists 2004, 34). The recent deployment of a new generation of maneu-
vering PNT satellites (Hitchens 2020a) and a new backup layer of LEO satellites (Munoz
2020) should further improve the situation. Adversaries intent on interfering with PNT
would more plausibly resort to electronic spoofing, which could simultaneously be
conducted against several PNT satellites by using Earth-based emitters.

Proximity Operations Pitted against NC3: Five scenarios

NC3 capabilities and the proximity operations targeting them are technologically com-
plex, multifaceted, and constantly evolving subjects. Analyzing the impact of proximity
operations on NC3 and the ramifications for strategic stability is by no means easy or
straightforward. To facilitate the task, we shall make use of five simplified scenarios. This

clearly is not an exhaustive list of contingencies, and several equally plausible scenarios
could be added.

Scenario 1: What’s Wrong with Our Satellite?

Amid increased tensions, perhaps even an imminent military confrontation between two
nuclear-armed adversaries, a high-value (for example, early-warning or strategic com-
munication) satellite stops functioning or communicating instantly and inexplicably.
SSA sensors do not pick up any anomalies. This may be the outcome of a technical
malfunction or a natural phenomenon, such as the impact of a collision with a meteoroid
or piece of space debris small enough to have evaded detection. Alternatively, the satellite
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perhaps becomes the victim of a deliberate, undetected attack. Earth-to-space kinetic,
electronic, or directed energy attacks would leave behind some trails. A cyberattack,
which is harder to detect and attribute, is a strong possibility. So is a stealthy attack by
hostile spacecraft. In fact, the adversary is known to have experimented with ominous
small spacecraft that could easily conceal or disguise themselves until conducting a final
maneuver to neutralize their targets. The victim would also be aware that, especially at
distant GEO and HEO altitudes, SSA is not sufficiently comprehensive to detect and give
warning of all suspicious or threatening movements as they happen. As suspicions
abound, decision makers are faced with hard choices. Could this perhaps be the harbin-
ger of a wider nuclear or nonnuclear first strike, along with which the attacker is seeking
to eliminate the possibility of retaliation by degrading the defender’s capacity to com-
mand, control, and communicate with its forces? Should the defender react immediately
before the remaining space-enabled NC3 elements are also compromised and its control
over nuclear and nonnuclear forces degrades even further? In the absence of a clear-cut
picture of what actually has happened, there is a risk that impending decisions will be
made on the basis of insufficient and potentially erroneous information, and the climate
will be ripe for unfounded presumptions and predispositions. The resulting ultimatums,
responses, or counteractions could set off a dangerous cycle of escalation and tit-for-tat
actions, whereby reactions and overreactions between adversaries lead to potentially
catastrophic consequences. At a minimum, heightened tension in orbit would have the
outcome of spilling down to Earth so as to further aggravate an already tense situation.

Scenario 2: Unwelcome Guest

The circumstances of the second scenario are very similar to the first, with the exception
that when the satellite goes off, there is an RPO-capable vehicle, inspector satellite, or
other unidentified object in its vicinity. But there is no evidence of hostile activity or
interference. This is an increasingly plausible scenario because in recent years, suspicious,
uncooperative spacecraft getting very close to strategic satellites of others and staying
there for a while has become routine and customary. Whereas the dose of uncertainty
over the real cause of loss of contact with satellite persists, the victim’s presumption that
a proximity attack is to blame becomes much more intense. Thus, the considerations and
processes are similar to those in the first scenario, but the potential for escalation is
elevated exponentially.

Scenario 3: To Preempt or Not to Preempt?

The circumstances of the third scenario are similar to those of the second in that tensions
are already high between nuclear-armed adversaries, but this time there is no loss of
contact with a satellite. Instead, a suspicious spacecraft belonging to the adversary has
positioned itself nearby or on the same orbital plane as a critical NC3 satellite. Even
worse, there are indications that it may be undertaking additional maneuvering. The side
whose satellite is being shadowed judges that a hostile action is imminent and that
evasive, defensive, or preventive measures — or some combination of those - are
warranted. Evasive maneuvering would take the targeted satellite out of its primary
mission and achieve the same results the attacker was seeking. Alternatively, if



JOURNAL FOR PEACE AND NUCLEAR DISARMAMENT . 131

appropriately equipped, the targeted satellite could resort to defensive measures such as
emitting laser beams or HPMs to interfere with the sensors and electronics of the nearby
attacker. The side believing its satellite is in imminent danger may decide to move in one
of its small “defensive” spacecraft to fend off the “offensive” craft. However, the decision
to actually engage the attacker will not be easy. Even when employed in a presumably
preemptive and self-defense mode, the use of space-to-space weapons or a guardian
spacecraft to inflict damage on the adversary would be tantamount to having the first shot
of a military confrontation fired in space. Escalatory risks of launching the first strike in
the space domain are evident (Bilsborough 2020).

Scenario 4: Entanglement

This scenario involves the opening or evolving phases of a nonnuclear confrontation
between two nuclear-armed adversaries, with one or both of them attempting to disorient
the other side’s conventional war effort by targeting its satellites. The motivation is simple
and straightforward: all forms of modern warfare depend heavily on the services of
satellites, and leaving one’s opponent devoid of those services reduces its operational
efficacy. For satellites in LEO, a larger array of kinetic and non-kinetic anti-satellite
options exist. For satellites in MEO and especially GEO altitudes, space-to-space and
proximity operations stand out as the more viable option. However, there is one obvious
danger: even when targeted as an extension of conventional skirmishes, most if not all
military satellites are serving NC3 and nuclear forces as well. Consequently, their owners
would likely become very sensitive to their loss. It is important to underline in this
respect that there is no such thing anymore as strategic satellites dedicated exclusively to
NC3 and nuclear forces (Acton 2018, 58). For example, early-warning satellites, origin-
ally developed to detect nuclear-tipped strategic missiles, are nowadays an indispensable
part of active missile defenses aimed at intercepting shorter-range, nonnuclear missiles,
which are frequently used in regional conflicts as well. Likewise, strategic communication
and PNT satellites serve both tactical and strategic and both nuclear and nonnuclear
forces. Therefore if high-value satellites also serving NC3 are targeted during
a conventional confrontation, how quickly will their owners feel overly alarmed and
cross the nuclear threshold in response? For example, the United States has already
threatened to use nuclear weapons if its NC3 came under attack with nonnuclear
weapons (Acton 2019). Likewise, when faced with conventional attacks threatening the
security of the state, Russia’s nuclear doctrine - described by some in the West as
“escalate to de-escalate” — allows a limited nuclear strike to convince the adversaries to
back down (Oliker 2018). Even China’s strict “no first use” doctrine may be conducive to
setting off preparations for a nuclear response in the face of high-tech conventional
weapons used against China’s major strategic targets (Kulacki 2020). All told, the omens
are not very comforting.

Scenario 5: Accident

In this scenario, a spacecraft capable of proximity operations conducts relatively benign
activity, such as close inspection or eavesdropping, near its object of interest and ends up
inadvertently harming it. This could be an accidental collision or perhaps unintended
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activation of its repertoire of kinetic and non-kinetic tools. That is not implausible, given
the continuous presence of such vehicles nowadays in the immediate vicinity of others’
sensitive satellites. The trend toward embedding more autonomy and automation in
spacecraft increases the probability of such accidents and the consequent rounds of
uncontrolled events. In fact, even the debris resulting from in-orbit experiments at
more distant orbits (such as the firing of high-speed projectiles) could find its way to
a collision with a high-value satellite of an adversary. This may be a particularly dis-
comforting possibility in the tightly populated GEO belt where the majority of NC3
satellites are located. If such inadvertent events were to take place during times of high
tension between two adversaries, would the victim believe that the harm was unintended?
Would forbearance and conciliation rule the day? Or would the responses be shaped by
suspicion, worst-case assumptions and consequent reprisals, and thus escalation? There
is little doubt that this scenario represents a set of dangerous uncertainties.

These five scenarios provide a picture that differs from the previous section’s in some
important ways. The earlier discussion of the characteristics and likely vulnerabilities of
NC3 assets revealed significant backup capacity and thus considerable redundancy in the
face of intrusions from space. The subsequent overview of a non-exhaustive list of
scenarios points out that by threatening space-based elements of NC3, proximity opera-
tions could nonetheless create dangerous, potentially destabilizing, and escalatory pres-
sures. It is true that the danger is not one of catastrophic collapse or complete paralysis of
NC3 when its space-based elements come under attack. Rather, in circumstances com-
parable to those of a cyberattack, the real risks appear to emanate from ambiguities and
uncertainties of timely and reliable detection and attribution of proximity attacks
(Stoutland 2017). In the absence of complete, reliable, and timely information, decision
makers would come under pressure to rapidly determine what they believe are the
appropriate courses of action. Yet their decisions run a high risk of being erroneous
and potentially catastrophic. This does not bode well for either crisis stability or escala-
tion and crisis management.

An equally important consideration is that when detection and attribution are proble-
matic, effective defenses and retribution become untenable. And in the absence of both
defenses and retaliation, deterrence may be doomed too. The consequences could be dire.
A potential aggressor may be induced to place accurate or ill-founded confidence in its
ability to degrade its opponent’s NC3. Or more plausibly, the victim of an actual or
presumed space-to-space attack may become extremely worried about the cohesion of its
NC3 and therefore resort to hurried, impulsive, and otherwise unthinkable courses of
action. The consequence in both cases is the erosion of the long-held assumption that
nuclear weapons are so destructive and retaliation so much assured that no sane leaders
would risk igniting a general war against a nuclear-armed adversary (Krepinevich 2018).
From this perspective, the worries about the destabilizing and escalatory properties of
space-to-space warfare and proximity operations fit in with the heated debate since the
Cold War period over the dangers of nuclear Sarajevos.

Fixes and Remedies: Some suggestions

Although developing fixes and remedies is not the main goal of this study, it would not be
complete without identifying the range of options that could be used to address and
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hopefully alleviate the dangers emanating from the use of proximity operations against
NC3 satellites. The list below is not exhaustive and the technicalities, background
developments, and debates surrounding each option are not elaborated at length.
Those are tasks to be undertaken by further studies on the subject, as each one of the
available options deserves lengthy, painstaking analysis.

Increasing Redundancy and Resilience

To evade attackers, satellites could be packed with more fuel for maneuvering, hardened
to better withstand non-kinetic attacks, fitted with sensors to warn of intruders, and even
equipped with self-defense capabilities such as jammers and decoys. But such features
add to the weight, size, complexity, and ultimately cost, and they inescapably eat away at
operational life and cost efficiency. In addition, evasive maneuvering prevents the
targeted satellite from fulfilling its mission and temporarily creates the result that the
attacker was seeking in the first place. Deploying guardian craft in retrograde orbits to
fend off intruders appears to be a viable alternative (Bilsborough 2020). But such action
risks creating debris, which would have a lasting effect; that is especially true at the GEO
altitudes (Reesman and Wilson 2020, 20) at which most NC3 satellites are found. Perhaps
more importantly, as the technical features and capabilities would differ little from one to
another, one nation’s “defensive” small craft would undoubtedly appear “offensive” to
others. In a perfect validation of the security dilemma, deploying spacecraft that the
owner views as defensive would set off an endless spiral of responses and counter
responses resulting in rapid weaponization of space and a situation in which no actors
would ever feel secure.

As for resilience, an apparent shortcut is supplementing a handful of critically
important and vulnerable GEO satellites with a distributed architecture of several
hundred, perhaps thousands, of smaller, cheaper, and expendable LEO satellites. In
fact, this is the alternative that United States is currently pursuing (Strout 2019). Yet
this approach is not without dangers and complications. LEO altitudes are already
overpopulated with large numbers of satellites operating under the constant threat of
collisions with other satellites and space debris. Adding thousands more will be rendering
life in LEO more perilous and unpredictable. Furthermore, shooting down or neutraliz-
ing satellites at closer-to-earth LEO altitudes is comparatively easy. Combined with the
trend toward entrusting satellites with ever-expanding functions in support of the
conventional warfare, the ease with which they could be targeted risks transforming
LEO satellites into low-hanging, first-to-be-shot-at legitimate targets of any future con-
flict. Once states cross the notional threshold that so far has dissuaded them from
destroying one another’s satellites, there will be little to keep all satellites, including
those at higher MEO and GEO altitudes, from becoming legitimate targets of any
conflict. The days of space as a benign domain will be over.

Improving SSA

If the challenges associated with timely and effective detection and attribution constitute
the main complicating property of proximity operations, then improving SSA to provide
continuous and complete tracking of all orbital objects would offer an obvious solution.
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But as the things stand, SSA is far from providing such complete coverage. It requires the
combining of data from a large number of geographically distributed sensors on Earth
and in space with operators” data on precise location and upcoming maneuvers of their
satellites. Yet no state — not even the United States, the country in possession of the most
numerous and varied sensors — can do this entirely by itself (Weeden 2020a, 17). What is
required instead is cross-national collaboration between state and commercial and
between military and civilian entities. Such exchanges and sharing of SSA data already
take place between the closest allies, as well as between space agencies, scientific and
academic institutions, amateur satellite observers, and commercial SSA companies
(Weeden 2017). But there is nothing resembling a central global authority for SSA
(Atherton 2020). For instance, an arrangement to collate and process inputs from
multiple states, entities, and locations to allow more complete, real-time monitoring of
suspicious or dangerous activity and thus reduce the adverse effects of partial and delayed
detection and attribution of space activities could be applicable. Unfortunately, initiatives
to explore such possibilities have so far faltered. Similarly, efforts over the years to
develop regulatory frameworks to facilitate and ideally obligate the sharing of SSA-
relevant data with others have not been successful (Damale 2020). The main challenge
in this respect is not technical, legal, or organizational; the more immediate stumbling
block is secretive and unilateral behavior by the dominant space powers.

Although a rapid and dramatic shift in those attitudes may not be forthcoming, there
is no reason why partial and incremental fixes to enhance SSA could not be pursued. For
instance, active RF beacons or other markers (such as optical or RF) could be installed on
all objects placed in orbit (Lal et al. 2018, 9-10). In a fashion similar to air traffic control
transponders installed on commercial aircraft, such beacons would allow easier, real-time
tracking of legitimate spacecraft and enable focusing of SSA sensors on the movements of
non-transmitting, unidentified, or suspicious objects in orbit. More strikingly, the explo-
sion in recent years in the number and capabilities of commercial SSA companies has the
potential to render states’ and defense establishments’ defensive reflexes on SSA irrele-
vant. Indeed, the capabilities of companies that routinely track and report objects in orbit
could soon surpass those of governments (Weeden 2017) and pave the way to more
efficient and more cooperative SSA - a development that would certainly increase
transparency and confidence for the benefit of all.

Norms, Regulations, Treaties

Sixty years into the space age, there is very little in the way of arms control treaties,
transparency, confidence-building measures, or norms of behavior to prohibit or restrain
space-to-space engagements. Of the few applicable arrangements in force, the Outer
Space Treaty of 1967 does not enforce a hard ban on satellite interference from space or
elsewhere. The International Telecommunications Union Constitution and Convention
prohibits harmful interference with satellites’ operations — a provision that has not been
activated even once in the face of several cases of such electronic and directed energy
interference in recent years. Nuclear arms control treaties signed by the United States and
the Soviet Union/Russia since the 1970s obliged them to refrain from interfering with
each other’s national technical means of verification (NTM) (Grego 2012, 3; Gleason and
Riesbeck 2020, 2), and “Washington and Moscow have tacitly included in that definition
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[of NTM] pretty much all satellites” (Hitchens 2019). However, treaties containing NTM
are between the United States and Russia. Other spacefaring nations, most notably China,
have not adopted this approach: “China has never really acknowledged the prohibition
on interference with NTM as something that applies to [their own] activities” (Hitchens
2019).

In 2008, a major Russian-Chinese proposal to ban all space-based weapons did not
find much acceptance either. Among its shortcomings were its lack of mechanisms for
compliance and verification and its failure to address the problem of dual-use RPO
satellites (Patrick and Evanoff 2018). The complications caused by dual-use satellites may
indeed be the crux of the matter for arms control in space. Whether civilian or not, all
RPO-capable craft are inherently dual use in that they could readily move from benign
commercial and scientific uses to hostile and intrusive operations. Thus, any arms
control arrangements seeking to ban or restrict spacecraft capable of conducting hostile
proximity operations must first tackle the daunting task of differentiating them from
legitimate RPO satellites.

It is true that certain telltale characteristics giving away offensive use or intentions
could be identified. They include significant onboard power generation and storage,
small size, stealth features, propulsion and fuel stocks to allow agile maneuvers, fully
autonomous operations, hard-to-detect modes of communication (for example, laser
beams or suppressed carrier signals), unjustifiably high numbers in orbit, and perhaps
more sightings around others’ satellites than one’s own. But incorporating those into the
precise, unequivocal language of a treaty would be a real challenge. So would be the task
of unfailing verification in space, where the circumstances would be starkly different
from those surrounding inspections on Earth. After all, owing to the additional limita-
tions imposed by secrecy, it may become impossible to judge the real content and
purpose of a spacecraft based on its outward appearance and characteristics.

Given the formidable dual-use problem, proximity operations and the spacecraft
performing them cannot possibly be banned. If de facto weapons in space are unavoid-
able, then we better learn how to live with them (Chow 2018). This means that instead of
categorical bans and restrictions on the spacecraft themselves, the focus should be on
curtailing their irresponsible and potentially threatening activities and on reducing the
risks of misunderstandings and miscalculations (Erwin 2021). Under the rubric of
“manuals” or “codes of conduct” for responsible behavior in space, several proposals
have been developed over the years at the United Nations, as well as by multinational
bodies such as the European Union and by individual states (Grego 2012, 14). In broad
terms, the expectation is that the signatories will refrain from undertaking activities in
space that could pose dangers to satellites. Templates could be binding or nonbinding,
voluntary, or mandatory. A pragmatic shortcut in this respect could be to follow the
successful example of INCSEA - incidents-at-sea agreements that were successfully used
since the Cold War years to deconflict close encounters between military ships and
aircraft. Yet despite some exploratory talks recently between US and Russian officials
(Economist 2020), no one has so far proposed such an accord (Samson and Weeden
2020). A similar approach would be to agree to provide advance notification of planned
maneuvers in orbit to minimize suspicions (Johnson 2014). Options could be diversified
into a variety of voluntary, nonbinding initiatives, such as declaring a moratorium on
destructive anti-satellite testing. A comparable moratorium that was announced in the
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1960s to stop all atmospheric nuclear explosions expanded over time to cover all nuclear
testing. The shared principle that characterizes all those options is the need to be realistic
in addressing the challenges posed by proximity operations in space. The remedy
proposed for several disruptive technologies has been to move away from material-
based arms control to behavior-based arms control (Bohn 2020). This implies that
instead of arms control’s traditional preoccupation with objects and capabilities, space
arms control should focus more on behavior and how those capabilities are deployed and
employed (Moraga 2021). In the specific context of proximity operations this means that
rather than trying in vain to restrict or outlaw categories of spacecraft, it makes much
more sense to regulate their behavior, especially for cases in which these spacecraft will be
operating in close proximity to one another.
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